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Alternative Data Due Diligence Questionnaire
Name of Company:	
Name/Title of Individual Completing DDQ:	
Date of DDQ Completion:
Name of Data Product:	
	☐ By checking this box, you affirm that as of the date hereof, the answers provided, which are being used to evaluate data or research that may be used in connection with purchasing or selling public or private securities, are true and accurate. You agree to notify us if you become aware that any material information provided herein is no longer true. 



A.   Company Overview
1. What is the company’s primary business? 
2. Is the company registered in any capacity with the SEC, CFTC, or other federal, state, or non-US regulator?
3. Is the company or any of its affiliates publicly traded?
B.   Legal and Compliance
4. Do you have internal counsel? If so, how many dedicated legal personnel do you employ?
5. Do you have external counsel that advises on your collection and dissemination of data? If so, please provide the name(s) of the law firm(s). 
6. [bookmark: _cp_text_1_32]In the last ten (10) years, has the company or any of its officers or directors (a) been investigated by any regulatory or criminal authority, (b) been found to have violated of any regulations or laws, or (c) entered into any settlements related to an alleged violation of any regulations or laws? If so, please explain.
7. In the last ten (10) years, has the company or any of its officers or directors had a claim (excluding employment-related claims) filed against it/them and/or settled an actual or threatened claim (excluding employment-related claims)? If so, please explain.
8. [bookmark: _cp_text_1_34][bookmark: _cp_text_1_36]Is the company or any of its officers or directors currently the subject or target of any regulatory or criminal investigation or involved in any litigation relating to your collection and dissemination of data?

C.   The Data Products and Underlying Data Sources
9. What does the data product represent? Information on what/whom? What type of information is included?
10. From which jurisdiction(s) is the data sourced? 
11. Please provide a flow chart that includes all sources for the data products (by data product if you offer more than one data product). Example: end users  app publishers  data aggregator  vendor  
12. Please provide evidence (i.e., relevant disclosures and/or contractual language) that shows that any nonpublic data was collected and transferred/licensed with consent broad enough to allow it to be used for investment research.  
· In the example above, this would include (1) the disclosure the app publisher made to its end users, (2) the relevant contractual language between the app publisher and the data aggregator, and (3) the relevant contractual language between the data aggregator and you.
13. [bookmark: _cp_blt_1_56][bookmark: _cp_text_1_57]If you are not the original collector of the underlying data, please explain the process for vetting sources. 
A. [bookmark: _cp_blt_1_58][bookmark: _cp_text_1_59]Have you ever rejected a prospective data source? Please explain.
14. Do you (or your sources) collect data from public companies that is not otherwise publicly available?
          If you answered yes, please complete the following questions.
A. Is the data potentially material to the public company (or other public companies)? 
B. How did you get comfortable that it can be used as a source? 
C. If you rely on anonymization, how do you ensure potential MNPI cannot be tied to a public company?  
D. [bookmark: _cp_text_2_63]If data is collected directly from public companies, are there information barriers in place?  
D.   Web Scraping 
15. Do you or your data sources engage in web scraping (web crawling or similar processes) to gather information or data?
If you answered yes, please complete the remainder of this section.
16. [bookmark: _Hlk153819675][bookmark: _cp_blt_2_66][bookmark: _cp_text_5_67]What do you scrape? 
17. Is your web scraping confined to the public parts of websites?  	
18. Do you web scrape behind a paywall or login? 
A. If yes, are ToUs reviewed/complied with? 
B. If yes, is only the vendor’s email domain used for log-ins?
19. Do you take any affirmative actions when web scraping (solving CAPTCHA, clicking "I agree" to ToUs etc.)?
A. If agreeing to ToUs, are ToUs complied with?
B. If solving CAPTCHA, how (e.g., clicking "I am not a robot" or solving a picture test)?
20. Do you scrape social media sites?
A. If yes, does the entity conducting the scraping activity have an account on the social media site?
21. What is your practice if you encounter a firewall?
22. Do you monitor scraping activity to avoid overwhelming the target site?
23. Are the methods used for scraping traceable back to you such that the target site could contact you (either directly or via a proxy server provider) if needed?
24. Have you ever received a cease and desist or similar warning related to website or application data collection?
25. Do you conduct any customized scrapes for customers?
E.   Privacy
26. Is the data product de-identified or anonymized such that no personal information (construed broadly) that could be linked to a natural person is included in the data products we receive? If so, please describe the process. 
Personally Identifiable Information
27. Did the data ever contain personal information?
28. What PII do you receive? What PII is/may be included in the data?
F.   Generative AI
29. Do you use open generative AI tools (e.g., ChatGPT) in your data analysis or research? 

[bookmark: _cp_text_1_22][bookmark: _cp_text_1_104]If you answered yes, please complete the following questions.
A. Describe the data or information on which the generative AI model was trained? 
B. Do you input into the generative AI tool any: PII, PHI, MNPI, confidential information, or intellectual property-protected information? If so, please explain. 
C. Do you review the output for accuracy and/or bias, as applicable?
D. Is customer data (whether identified or anonymized) input into or otherwise used to train a generative AI model? If so, please describe.
G.   Cybersecurity
30. Do you conduct and/or are you certified under: The Statement on Standards for Attestation Engagements (SSAE) No. 16, The Service Organization Control (SOC) reporting framework (SOC 1, 2, 3), or other similar standard. If yes, provide a copy of your most recent annual reports.

31. Has your company ever experienced a data breach?

32. [bookmark: _cp_text_1_114][bookmark: _cp_blt_1_115][bookmark: _cp_text_1_116]Has your company ever had the customer information it holds impacted by another company's data breach (e.g., a service provider's data breach)?
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